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Abstract

Threat scenarios with hostile Unmanned Aerial Vehicles (UAVs) are
becoming increasingly difficult to handle. Additional to the variety
of UAV types with their different capabilities, the situation will
become even more difficult when Global Navigation Satellite
Systems (GNSS) are occasionally jammed or unavailable.
Therefore, C-UAS (Counter-Unmanned Aerial Systems) need to
have a robust communication for a reliable operation. Our C-UAS
solution, where multiple UAVs interact to prevent a potential
threat, operates agile and autonomously to cover a broad range of
scenarios also in hostile environments. By using an ad-hoc 5G
airborne network with AI-based carrier frequency selection, swarm
communication in jammed environments will be feasible.
Communication traffic will be exchanged between Public 5G Mobile
Networks and the Private HSU 5G Campus Network, established
under the dtec.bw-DS2CCP project.

Concept  

This work presents an AI-based approach to protect, e.g. critical
infrastructure or military areas against UAV threats. The upper part
of Fig.1 shows the system idea consisting of the C-UAS swarm to
be developed and hostile UAVs, eventually controlled by an
operator close to the scene. This C-UAS solution will be able to be
operated also in GNSS-denied areas employing as relevant
operational and navigation data are derived from on-board sensors
communicated by the Swarm Coordinator. The Swarm Coordinator
is hosting the 5G-SA core parts and RAN (Radio Access Network)
of an airborne 5G network. Information is exchanged with all
swarm members using a frequency-agile 5G connection. In a
classical urban environment all requirements imposed by the
national network agency can be met. In a hostile environment the
operational frequency is adapted according to the threat scenario.
Initially, if a potential threat is detected, e.g. using a ground-based
sensor system, positions and velocities of the hostile UAV swarm
are transmitted to the Swarm Coordinator by the ground station. A
second UAV in the vicinity of the Swarm coordinator localizes and
classifies the hostile UAVs with its own on-board cameras and
antennas, including model and current flight mode. With this
information the Operator (Command & Control) can choose the
most suitable effector-UAV combination (manual intervention or
AI-based, soft- or hard-kill), which in our scenario could be a
jammer, net launcher or kamikaze drone. A part of this solution is
the net launcher previously developed in the C-UAS FALKE project.

The lower part of Fig.1 visualizes the backbone of the C-UAS
system. C-UAS data is transmitted into the cloud platform through
a VPN tunnel across a public 5G network, where data can be
processed by a high-performance computing cluster (HSUper)
with very low latency times. All data acquired are used to train an
AI program suite.

Fig. 1: Adaptive C-UAS Swarm in the Battlefield 
connected to a Private 5G Campus Network via VPN over public 5G

Mehrwert für die Bundeswehr

Effektive Drohnenabwehr im Gefechtsfeld
• Adaptive Bekämpfung gegnerischer UAVs und Schwärme 
• Kombination aus Sensorik, KI und Effektorsteuerung
• Mobile, skalierbare C-UAS-Lösungen für stationäre und bewegliche 

Einsatzkräfte

Taktische Überlegenheit durch Schwarmintelligenz

• Hohe Agilität und Skalierbarkeit in komplexen Umgebungen

• Unterstützung bei Aufklärung, Zielidentifikation und 
Wirkungsentfaltung

Autarke und resiliente Kommunikation

• Einsatz eines taktischen Ad-hoc 5G-SA Netzwerks ohne bestehende 
Infrastruktur

• Sicherstellung von Echtzeitdaten und Koordination im Gefechtsfeld

• Widerstandsfähigkeit gegen elektronische Störungen und Ausfälle
durch redundante Hardware, Kommunikation und Intelligenz

Beitrag zur Digitalisierung der Streitkräfte

• Interoperabilität mit NATO-Partnern durch standardisierte 5G-SA 
Architektur

• Stärkung der technologischen Souveränität und Innovationskraft

• Modulares Backend zur flexiblen Anbindung an z.B. C2-Systeme
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